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Risks in Hospital and Traceability in Demand

Patient care related
risks present a certain
degree of relationship
to the traceability of
drugs and medical
equipment, monitoring
real time patient
conditions, as well as
location records of
physicians and
patients.

HA Identified Patient Care Related Risks®™

2. Medication High risk drugs in wards
Drug reconciliation on admission /
discharge
Drug Allergy

3. Infection HAI- MRSA

HAI- Surgical site infection
Infectious disease outbreak

4. Patient’s « Patient suicide
condition « Patient fall
* Pressure sore
5. Patient Care « Patient assessment (identify critical ill
process patient)

« Communication between caregivers
* Use of Restrainer

® Dr. Lui Siu Fai, “A new era of working together for a safer and
better healthcare system for our patients and staff”



Active RFID in Hospital Management
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Source tracing of infectious disease
in a hospital

Interaction mapping between
physicians and patients
Continuous vital signal monitoring
for unlikely critical ill patients
Location tracking for accident
prevention

Real-time location tracking of
valuable equipment

Management of staff daily
operation

Recording and analysis of patient’s
daily activities

Real-time monitoring of ward
environment



Challenges in RFID Indoor Positioning

Influence of multipath phenomena

Fast environment change near the tagged object
Blockage of radio wave by large object

Network planning for accurate positioning

Scalability of a large scale network

Low cost RFID tags and reader infrastructure

Low power consumption and long working period




Technical Specs of CUHK RFID System

* 1 meter accuracy in a rang of 10 meters

Real-time tracking of up to 40 tags by a 3-antenna group
Low cost tags and AoA smart antenna technology

Unique algorithm for overcoming multipath problem
In-house middlware that supports various of applications
A universal sensor interface for a wide range of vital signal
monitoring
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System Architecture of CUHK RFID System

Smart R¢ader Smart Readger 1




Smart Antenna System
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Multiple Form Factors of RFID Tags

-_—

1]

FhPLXE
The Chinese University of Hong Kong

s

il

EiF AR HEE

s TAEFAR. mAIXRT, HEIAERH EF.
w ERHRERN AL A KE—F,




Real-time Monitoring of Ward Environment
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Pilot Implementation in Main Clinical Block and
Trauma Centre of Prince of Wales Hospital (PWH)
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Experimental
RFID Network




RFID Network Installation in PWH




RFID Tagged Equipment in PWH




Static Testing near Nurse Station

CUHK RFID Real Time Locating System
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Traceability Enabled Ward Management

Ward Management Authenticated
Console Ward Event Other
Messaging Service Traceability
Real-time & continuous  Authenticated event- Enabled
L Ward Activity
monitoring system for based message
: : Management
alerting ward staff on delivery system for o
: : Applications
some pre-set patient ensuring secured :
o : : e or Services
activities with potential notifications to
risks corresponding parties

Ward Activity Management Layer

Positioning and Sensor Data Middleware

RFID and Wireless Sensor Network Infrastructure



Authenticated Ward Event Messaging Service

Authenticated Messaging Service
Message
> Critical PKI: Public Key Infrastructure ComEI“eac?fgnti(z

change of Using public key cryptography & Transactions
vital signal digital certificates to ensure the Ordinance
(via sensors) integrity of the content & message (Chapter
> Regular communications 553)
gizil(j ge m e nt r. Who am | dealing with? \ Has my communication been allered'?
‘ 8.
> Unexpected 4 ‘/-’lﬁ &\b/)‘“
incidents &
> Scheduled or Fabrication Modification
unscheduled m
p hys I C I an Is my communication private? r_ Who sent/received it and when?
Visits
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Interception

> Unexpected
environment
change, etc.

Not <— Claims —3» Not

Confidentiality Non-repudiation




Ward Management Console Application
P e

LOGOUT

Refresh
- - 2011-9-18 11:47:13 AM -

. i Patienn _ Tcaregiver o ]
Enter Robotics m
ﬂ Patient Not in Ward List Check-in Records of Central Laboratory :
- Name Patient Info. Away Schedule Last Check-in Time Diff. Time | LoS (Mins)
Tag Patient (Mins) 2011-09-18 10:45 0 0
PATIENT, ARNOLD PARAN TESTING ON ADULT F/27/HN07123456 2611 2011-09-18 09:30 0 0
WRISTBAND ¢
~ 2011-09-18 08:00 [ 0
CHUK, ON HONG M/36/HN10046725 4261
Untag Patient Paticnt Statiat Check-in Records of Central Pharmacy :
atient Statistics B e -
o Schedule Last Check-in Time Diff. Time | LoS (Mins) I
® | statstes ____[Total[112]3]4]5]6] Eise | rrywraryye 0
m # of Tagged Patients 2 020000 0 2011-09-18 05:00 0 0

# of Tagged Patients in Alerting Conditions 1
# of Tagged Patients Not in Ward (<30 Mins) 0
# of Patients Not in Ward (30-60 Mins) 0
# of Tagged Patients Not in Ward (>60 Mins) 2.

Suspend/Resume Tag 2011-09-17 11:00 0 0

F)

Edit Patient Info

m. Equipment Not in Ward ‘Ward Condition (Hi/Lo in last 24 Hrs)
Search Patient =
[ Faupment |~ Away (Mins) | Remarks __JI Zone | Curr. | Temp. | Temp. | Curr. | Humid. | Humid
~N Temp. | (Min) | (Max) | Humid. | (Min) | (Max
] . Robotics 0 0 0 0 0
Set Patient Rules Equipment Statistics Biomedical 0 0 0 0 0 0
TotalCount | Missing | 112131415 6| cise |G S T S 0
: Wheel Chair 1 0 010000 0 Cloud
0 Caregiver Stretcher 0 0 000000 O Computing 0 0 0 0 0 0
z 02 Cylinder 0 0 000000 0 Zone 10 0 0 0 0 0 0
E
- Tipmest Oximeter 0 0 000000 0 Zone 11 0 0 0 0 0 0
W Ward IV Pump 0 0 000000 0 Zone 32 0 0 0 0 0 0
d e I 000000 O

Context-sensitive Event
Detection & Monitoring
In Hospital

Patient Caregiver

Equipment Ward




Real-time & Continuous Monitoring for Alerting
Issues that Require Attention

Summary View on all 4 Monitoring Aspects

Alert information
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Untag Patient

g

Suspend/Resume Tag

g9

Edit Patient Info

g

Search Patient

82

Set Patient Rules

£ Caregiver
® Equipment

¥ Ward

/. Configuration

Refresh

Alert Hist
ert History ’ 20

LOGOUT

:147:13 AM

C

Patient Not in Ward List

Patient Info. Away
(Mins)

F/27/HN07123456 2611
M/36/HN10046725 4261

PATIENT, ARNOLD PARAN TESTING ON ADULT
WRISTBAND

CHUK, ON HONG

Patient Statistics

_E_ﬂﬂﬂﬂlﬂﬁﬂ

# of Tagged Patients 020000
# of Tagged Patients in Alerting Conditions
# of Tagged Patients Not in Ward (<30 Mins)
# of Patients Not in Ward (30-60 Mins)

# of Tagged Patients Not in Ward (>60 Mins)

N O O =

Check-in Records of Central Laboratory

Schedule Last Check-in Time LoS (Mms)

2011-09-18 10:45
2011-09-18 09:30 0 0
2011-09-18 08:00 0 0

Check-in Records of Central Pharmacy 2

2011-09-18 11:00
2011-09-18 05:00 O 0
2011-09-17 11:00 0 0

Equipment Not in Ward

Equipment Statistics

__TotalCount | Missing |11213]4]5]6] Else |

Wheel Chair 0 01 00 0O 0
Stretcher 0 0 0 00 0 0O 0
02 Cylinder 0 0 0 0::0 00 0 0
Oximeter 0 0 0 00 0 0O 0
IV Pump 0 0 0 00O 0O 0
Cardiac Meter 0 0 0 0 0 O O O 0

Ward Condition (Hi/Lo in last 24 Hrs)

Curr. Temp. Temp. Curr. Humid. Humid.
Temp (Mm) (Max) Humld (Mm) (Max)

Robotics

Biomedical

Wireless &
Mobile g g g s L L
Cloud

Computing ‘ g : . . .
Zone 10 0 0 0 0 0 0
Zone 11 0 0 0 0 0 0
Zone 32 0 0 0 0 0 0




Alert Information

M Viewing detailed alert information relating to a patient

e« Patient

Unattended Alerts ‘ Alert History H Refresh LOGOUT ‘

’ 2011-9-30 10:34:59 AM‘

! Unattended Alerts

f i Alert (1 of 65) View
«w ALERT Time: [Thu, 22 Sep 2011 15:28:51 \
ALERT Target: |Patient / HN10046725 |
AIERT Summary: [Near Lab 321 Door |
|

Cleared Time: i

Untag Patient Suggestions

Near Lab 321 Door side, he may leave

Patient Information
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SR LT Nam?.. BB ‘ I Location Temperature
] Gender:: \M/36 |
Mobile #: (99912345 / 254136213 |
(’ HN#: [HN10046725 | . Total .1,127 Record, displaying 1 to 10.
Edit Patient Info Status: TAGGED ‘ First/Previous 1i Zi 3 4i 5, 6i 7i 8 [Next/Last
Eo B Location [321 Door side | 2011-09-22 02:27 321 Door Side
2011-09-22 02:27 321 Door Side
L2 | 2011-09-22 02:27 321 Door Side
Search Patient 2011-09-22 02:27 321 Door Side
T 2011-09-22 02:27 321 Door Side
2011-09-22 02:27 321 Back Side
B ) 2011-09-22 02:27 321 Door Side
Set Patient Rules 2011-09-22 02:27 321 Door Side
2011-09-22 02:27 321 Back Side
2011-09-22 02:27 321 Door Side

£ Caregiver

DISMISS SNOOZE (1 mins) SKIP

® Equipment

# Ward

A Configuration




ent Information
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Type: |wheel Chair | ; Total 110 Record, displaying 1 to 10. ‘
Loc: [cubicle s ] First/Preious 1,2, 3 4 5 6, 7, 8 [Next/Last
" A5 T T
< 2011-09-06 02:48:02 OUT Cubicle 5
RS 2011-09-06 02:48:02 IN Cubfcle 5
2011-09-06 02:47:55 OUT Cubicle 5
2011-09-06 02:47:55 IN Cubicle 5
2011-09-06 02:47:54 OUT Cubicle 5
2011-09-06 02:47:54 IN Cubicle 5
2011-09-06 02:47:52 OUT Cubicle 5
2011-09-06 02:47:52 IN Cubicle 5
2011-09-06 02:47:51 OUT Cubicle 5
2011-09-06 02:47:51 IN Cubicle 5

SRR RSF Export: X Excel
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Thank you for listening
We care what you care i
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